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ABSTRACT

Radio Frequency ldentification (RFID) technology is an emerging technology that allows
for the electronic tagging and wireless identification of objects using RFID tags. Its
application offers great potential for optimizing business processes by improving
efficiency and by possible attractive cost savings. But its deployment also raises
significant consumer privacy issues. RFID tags may reveal private consumer data without
the subject's knowledge or consent. The challenge is to provide privacy protection
without raising tag production and management cost. A new architecture for a
trustworthy RFID reader has been proposed that can make RFID systems more privacy
friendly. The RFID reader will contain a Trusted Platform Module (TPM). The TPM is a
tamper-resistant hardware module designed to provide robust security capabilities like
remote attestation and sealed storage. These capabilities combined with a newly designed
reader software architecture can provide privacy policy compliant readers. The software
architecture consists of a policy engine and an auditing agent for respectively enforcing
and auditing the privacy policy of the trusted reader. The objective is to develop the
proposed RFID architecture and to build an experimental implementation, which will
demonstrate its potential use within a specific business case scenario.practical and
simulation results show that the proposed schew can be a trusted method for library,

storm ,or out similar based fashion .



CHAPTER ONE
INTRODUCTION



1.1 Background:

UHF (ultra high frequency) RFID got a boost in 1999, when the Uniform Code Council,
EAN International, Procter & Gamble and Gillette put up funding to establish the Auto-
ID Center at the Massachusetts Institute of Technology .Two professors there, David
Brock and Sanjay Sarma, had been doing some research into the possibility of putting
low-cost RFID tags on all products made to track them through the supply chain. Their
idea was to put only a serial number on the tag to keep the price down (a simple
microchip that stored very little information would be less expensive to produce than a
more complex chip with more memory). Data associated with the serial number on the

tag would be stored in a database that would be accessible over the Internet [1].



1.2 What is RFID:

Radio frequency identification (RFID) is a form of wireless communication that uses

radio waves to identify and track objects.An RFID system consists of three components:

an antenna and transceiver (often combined into one reader) and a transponder (the tag).

The antenna uses radio frequency waves to transmit a signal that activates the

transponder. When activated, the tag transmits data back to the antenna. The data is used

to notify a programmable logic controller that an action should occur as shown in fig

(1.1) [8].

Antenna

Tag

Computer

Antenna

IC (Integrated
Circuit)

Figure (1.1): RFID construction element




1.3 Research Objectives:

The aim of this project is security (to provide a method to protect books, document, and

other valuable objects in stores or libraries.

1.4 Outline of the project:

The project is basically divided into four chapters:

Chapter 1, this chapter deals with general background to the field of the research.

Chapter 2, describes the devices used in the project, it includes introduction of the

RFID device,followed by an explanation of the devices that included into it such as (UHF

reader, tags, host computer).
Chapter 3,present practical hardware and simulation designs.
Chapter 4presentsthe results of our design and simulation

Chapter 5This chapter puts the conclusion and the recommendationfor the future

work.



CHAPTER TWO

THEORETICAL BACKGROUND
OF THE

RFID SYSTEM



2.1 Introduction:

This chapter presents an introduction to the basic devices in the UHf (ultra high
frequency) READER, and contains the explanation of the nature of its work and its
characteristic and how it is connected to computer by using the main part in this device
that is USB (universal serial bus) cable. Also this chapter explains the programming
language used to describe the device that is called C# (c sharp) and VC (visual C).
UHFREADER is a high performance UHF RFID(ultra high frequency radio frequency
implementation device) integrated reader. It is designed upon fully self-intellectual
property. Based on proprietary efficient DSP algorithm, it supports fast tag read/write
operation with high identification rate. It can be widely applied in many RFID
application systems such as logistics, access control, anti-counterfeit and industrial

production process control system [3].
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Fig.(2.1)UHF RFID Reader UHFReader18



2.2Tags:

Two types of tags are adapted to RFID. There are two types of tags active and passive. in

our work ,we adopted the passive one .

2.2 .1 Active tags:

Active tags have both a local power- the battery, and a conventional transmitter, so that
theycan achieve the regular two-way radio communication. Because of the nature of
battery, thesetags will have a limited lifetime. However, since usually the power
consumption is very low,the power source of active tags can to live for up to 10
years.Data storage in transponders .The memory type of transponder can be any single
type of ROM, RAM, or in combinationconstitute some of them. The memory form of
transponder is dependent on the type of thetransponder. For instance, ROM version is the
cheapest and smallest due to a lack ofrequirement of a power source and the extra circuits
for writing. On the other hand, writablememory demands much more power, which is

also the reason that writable transponders arealways active transponders [3], as shown in

figure (2.1).

EM-18 RFID
READER ——»

RF ID
TAG
EM type

(tag cover
removed to show
inside parts )
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Figure (2.2) :active tag






2.2.2 Passive tags:

A passive tag is anRFID tag that does not contain a battery; the power is supplied by the
reader. When radio waves from the reader are encountered by a passive RFID tag, the
coiled antenna within the tag forms a magnetic field. The tag draws power from it,
energizing the circuits in the tag. The tag then sends the information encoded in the

tag's memory and The major disadvantages of a passive RFID tag are:

e The tag can be read only at very short distances, typically a few feet at most. This
greatly limits the device for certain applications , It may not be possible to include
sensors that can use electricity for power , and the tag remains readable for a very long
time, even after the product to which the tag is attached has been sold and is no longer
being tracked.

The advantages of passive tags are:

e The tag functions without a battery; these tags have a useful life of twenty years or
more.

e The tag is typically much less expensive to manufacture

e The tag is much smaller (some tags are the size of a grain of rice). These tags have
almost unlimited applications in consumer goods and other areas [6].Asshown in figure
(2.2) and figure (2.3).



Figure (2.3): passive tag

Figure (2.4) passive tag



2.3: Host Computer or PC:

provides an interface between the RFID hardware and application based system, which
is the “brain” of any RFID system. They are used to network multiple RFID interrogators
together and to centrally process information[8]. The controller in any network is most
often a PC or a workstation running database or application software, or a network of

these machines .

2.4: The frequency used in RFID:

1. Low (up to 148 kHz):mainly used for access control and animal identification. It
can be accessed up to 10cm away and is suitable for hostile environments, which can
make it an expensive option. It offers a high penetration level around liquids and metals.

2. High frequency (13.5 MHz):the most common form of tag used in libraries
utilises this frequency due to its relative low cost. It can be read up to 1m away and has a
medium penetration of liquids, but does not work well with metal.

3. Ultra high frequency (433MHz and beyond):originally solely used in the
supply chain management aspect of RFID, this frequency works well around metals but
Is not compatible with liquids (hence leading to problems of tags being shielded when
simply being held by humans). It has a range of up to 100m if using an active tag or up to
10m if not

4. Microwave (2.45 GHz):mainly used in wi-fi and Bluetooth applications[4].



CHAPTER THREE
METHODOLOGY



3.1 Introduction:

This chapter contains the methodology Of RFID.It is show in the block diagram of figure
(3.2).

DIGITAL DATA === MAPPSPéNG === RF CARRIER

10111011 PSK DSB_SC

) Channel
16_bit

DATA

RECEIVRD = pPSK DEMOD h RF DEMOD

Figure (3.1):A simple block diagram for our RFID system

In the first part of the block diagram we generate the binary data such as
1011101100010111, which should be stored in the tag (16_bits), then the data interred
to the mapping psk, in this part The simplest PSK technique is called binary phase-shift
keying (BPSK). It uses two opposite signal phases (0 and 180 degrees). The digital signal
is broken up time wise into individual bits (binary digits). The state of each bit is
determined according to the state of the preceding bit. If the phase of the wave does not

change, then the signal state stays the same (0 or 1).



If the phase of the wave changes by 180 degrees -- that is, if the phase reverses -- then the
signal state changes (from 0 to 1, or from 1 to 0). Because there are two possible wave
phases, BPSK is sometimes called bi phase modulation.For determining error-rates
mathematically, some definitions will be needed:

Q(I)Will give the probability that a single sample taken from a random process with
zero-mean and unit-variance Gaussian probability density function will be greater or

equal to . It is a scaled form of the complementary Gaussian error function:

The error-rates quoted here are those in additive white Gaussian noise (AWGN). These
error rates are lower than those computed in fading channels, hence, are a good
theoretical benchmark to compare with Applications. InDouble-sideband, suppressed-
carrier transmission (DSB-SC) is transmission in which frequencies produced by
amplitude modulation (AM) are symmetrically spaced above and below the carrier
frequency and the carrier level is reduced to the lowest practical level; In the DSB-SC
modulation, unlike in AM, the wave carrier is not transmitted ; thus, much of the power is
distributed between the sidebands, which implies an increase of the cover in DSB-SC,
compared to AM, for the same power used .DSB-SC transmission is a special case of
double-sideband reduced carrier transmission. It is used for radio data systems, such as
the RFID system.DSB-SC is generated by a mixer. This consists of a message signal
multiplied by a carrier signal. The mathematical representation of this process is shown

in the equation (3.1), where the product-to-sum trigonometric identity is used.

10
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Signal | MY UV Output

|
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Figure (3.2): DSB_SC generation using a mixer

vm cos(wmt) X vc cos(wct) = % [cos((wm + Wc)t) + cos((wm — Wc)t)]..e.q(3.2)

Message carrier modulation signal

As indicated in figure (3.1) , after the modulation process , using the DSB-SC technique
,the resultant signal will be passed through an AWGN channel. Thus, the signal will be
captured by the receiver , where the RF-demodulation will be accomplished , to get the

digitally encoded signal. Hence , the data will be decoded to get the digital code of the
tag [4].


https://en.wikipedia.org/wiki/File:DSBSC_Modulation.svg
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CHAPTER FOUR

THE RESULTS



4.1 Simulation results and discussion:

This part of the project, shows the results of the simulation for the radio frequency
identification (RFID) transmission system. Figure (4.1) shows 16 binary digital that may
be stored in a passive tag. These 16-bit were line-coded using the polar non-return to zero

(polar NRZ) format as shown infigure(4.2)
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Figure (4.1): sixteen binary digital of a passive tag.

Upon entering this data into basic turn into a digital square wave as shown in Figure:

Polar NRZ encoded data
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Figure (4.2): polar NRZ line coding for the data in figure 4.1
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As shown in figure (3.1) in chapter 3, the next process will be the BPSK mapping, this
BPSK mapping can be visualized in figure (4.3) .

It can be seen that binary 1 did not change the phase of the sinusoidal carrier, while

binary 0, the sinusoidal carrier got 180 phase shift.

BPSK Modulated Data

LAY

Time %1072
Figure (4.3): BPSK base band modulation.

Then the wave included and sent by RF Carrier to receive full and turn from PSD as

shown in Figure: -

- .
2

a PSD of BPSK modulated Data

- D I T T T T T T

o

s > :”—Vﬁﬁ\uw P
= T e T
= 100 ' : : ; ; ;

@ 1) 10 20 30 40 al 6l il

ug. Frequency (kHz)

Figure (4.4): power spectral density of the BPSK signal.
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However the power spectral density (PSD) of the BPSK signal can be seen in figure (4.4)
.On the other hand, the RF-modulated signal can seen in figure (4.5). The last figure
shows the RF-modulated signal with the AWGN channel. It is good practice to mention

that the RF-carrier in our RFID simulation was 19.2 kHz, where the data rate was 9600

bits per seconds. Moreover, the AWGN variance is 0.5.

Figure (4.5): DSB_SC modulated signal.

BPSK Modulated Data with AWGN noise

m 5 F ]

3 |

j l I A I ' PR | &

i ll "I'l ! h ﬁ FI I' " fl ..I ] lll i |.‘III M |I -
E- D |I ||‘|I| | l| | |||| ‘i\ ll“l F,l l1 rl ||' I| ||"| II|H Iﬂhlw:l “III.I‘I ||r| |I-I -\.""lllll llllﬂ I||| Ill'-ll; ||II-II ﬂju IIII-I‘IH Irll"ﬂ'llllll rrl. |Iﬂ

||"'E _E' i | | i i i | |

04 06 0.8 1 12 14 16 18
Time v1072

Lo
o
3

4.2 Practical Results and Discussion

In this part, we have to show the results. That obtained from our RFID system. Figure
(4.6) shows the binary data stored in the first tag, which was purchased with the
interrogator (reader) of the RFID system. Whilefigures (4.7) depict the stored data of the
second tag.In fact, these data were captured using an oscilloscope in the Lab of the
student's projects. It is shown that both tags have different information than our
simulation; however, this is not a matter, where we have designed our MATLAB

simulation to transmit or receive any tag's data.
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Figure (4.6):Data stored on first tag.

Figure (4.7):DSP_SC modulated signal
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CHAPTER 5
CONCLUSION AND

The FUTURE WORK



5-1 Conclusions:

This project provides a defined radio frequency applications, which includes (reader, tag,
antenna, computer) where the transmission of data from the tag to the antenna via radio
waves, which provides radio-frequency and then to the reader (known frequency device)
and are presented in the calculator where is linked to the calculator to your reader through
the cable connecting the goal is to achieve protection of the mark in as the application is
to be inside a book or clothes or other applications and to clarify so be bandwidths to be
inside the SIM mark on a spectrum analyzer wave-shaped square the account for numeric

order (1,0), which reflects the inventory figure within the mark.

5-2 Suggestions for thefuture work:

RFID may not be a new concept today but it certainly makes our work easier when it
comes to management. Today we see RFID has almost taken over the barcode system
and has its application in many fields like inventory control, retailing, payment system,
security system etc. Many of the consumer applications and benefits of RFID are still

several years away which would certainly find new and innovative ways.
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